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CORS wildcard
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(EORS credentials + wildcard %!

[=]

OWASP A01:2025 - WSTG
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Pragma/Expires &&
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Cookie 2t2 7|2t Ojct OWASP A07:2025 - WSTG 7|
Session Management - CWE-613

Cookie Zt =& ota OWASP A02:2025 - WSTG =2
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H|ZHS 12 gf|o|X| HTTPS OWASP A04:2025 - WSTG Y =z 2o
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iframe HTTP ZEI= OWASP A04:2025 - WSTG HEE - 3o
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22l =l Bootstrap = OWASP A03:2025 - WSTG J|EAEY - oM
Client-side Testing - CWE-1104

Source Map 27| OWASP A02:2025 - WSTG J|EAEH - oM
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Handling - CWE-532

JavaScript 27 OWASP A10:2025 - WSTG Error | JavaScript
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Form target= blank E& OWASP A06:2025 - WSTG ol =
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Stack Trace =& OWASP A10:2025 - WSTG Error | M2 =&
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M| ME{dE =& OWASP A02:2025 - WSTG Error | HE =&
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LHE IP =& OWASP A02:2025 - WSTG HE &
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LHE2 Hostname =& OWASP A02:2025 - WSTG HE =&
Information Gathering -
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Debug Mode &= OWASP A02:2025 - WSTG HE =&
Configuration Testing -
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HTML =4 giZt™ & OWASP A02:2025 - WSTG HE &
Information Gathering -
CWE-615

Generator H& =& OWASP A02:2025 - WSTG HE =
Information Gathering -
CWE-200

=7l Source Map OWASP A02:2025 - WSTG HE =&
Client-side Testing - CWE-200

JHEHE|AE B =& OWASP A02:2025 - WSTG HE &
Configuration Testing -
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oIZist Z7H 2AM 2813 OWASP A02:2025 - WSTG HE =&

Configuration Testing -
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MEIE| - 2

il
02




HTTP 2|8 2|AaA OWASP A04:2025 - WSTG MEDIE| - 229t
Client-side Testing - CWE-319

2|¥ Resource Provider ojC} OWASP A03:2025 - WSTG MEIIE| - 222
Client-side Testing - CWE-829

ot £~ 9l= Q¥ Script &X OWASP A03:2025 - WSTG MEDIE| - 22t
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Cryptography - CWE-327
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CWE-749

CSP unsafe-inline
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Client-side Testing - CWE-693

CSP unsafe-eval

OWASP A02:2025 - WSTG
Client-side Testing - CWE-693

CSP wildcard source

OWASP A02:2025 - WSTG
Client-side Testing - CWE-693

CSP object-src XN| &t

OWASP A02:2025 - WSTG
Client-side Testing - CWE-693
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security.txt 92t RSN
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12. =x| 2Ot7|=

7| & HE 10 AO|E
OWASP Top 10:2025 FUH M2 B 2R https://owasp.org/Top10/2025/
OWASP WSTG Stable E|AE BIHE A4 https://owasp.org/www-project-
web-security-testing-guide/
stable/
CWE FAH Y =EF https://cwe.mitre.org/
CVE / NVD UHE ME FUIH(HURE AS) https://www.cve.org/
CVSS 4.0 SlolEl CVE 98 = https://www.first.org/cvss/
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CWE-284
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NS o| =35t OWASP A06:2025 - WSTG Configuration Testing

MX M™ ™A OWASP A02:2025 - WSTG Information Gathering
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