eost.kr - ZIEHID 26 - E0M MM 2026-11-04 16:54

1. T 72
2= LHE

RICH A https://eost.kr

=0 el eost.kr

Aot o ZtH It (Public Scan)

FICE QA 2026-09-22 01:05:19

TICh grAl Public Security Scan (H|T}z|)

ZITt HO|X| &= 1

2zl Rule & 160 7§ (=7} 140 - SOI1E7f 20)

ESE=IVIES OWASP Top10:2025 / WSTG / CWE / CVE / CVSS
4.0

ZIEHID 26

2. Sef fEH At

SECURITY SCORE

93 /.

S H 2 =ot B8t H4E 93/100(A SZ)YLICE 7|2 EQl HO MHS A2 HFOIH YBLICH S
5| 2M&2I7t 2 27 BHIS BX ZAISHs #2 AFELICH 2 Zohs o THHE J|u by g
o|ny, 7N AHOZ B0l 2715t 20 7] BH=L 'S0l £7(NOT TESTED)'Z €= =7|#&LICh

DNS - =09l 96 & o U5 15/15
M% - TLS 95 & 0 U5 18/20
HTTP Z2E= 99 & e U5 19/20
S0t S 3l 85 & uS 18/25
27| 100 & 02 A4S 2/10
2l 5 - 2o 100 e A4S 9/10
J|EAE . O|= N 75 & HE 15/15
JavaScript 96 d o 2s 15/15
olay = 100 & oj e A4S 9/10




HME =& 100 ™ 0| 2 &S 10/10
MEZDIE| - 229t 100 ™ o A4S 10/10
= F

% FH{Z|X|

=2 Rule 2= e Z 1t =7

1 TECH-006 XA BE 7= == X 52 £3™: | OWASP
s PHP 4.4.9p2, A03:2025 -

jQuery 1.11.3 WSTG
Configuration
Testing -
CWE-1104
2 TECH-007 Known CVE H PHP 4.4.9p2: OWASP
o x| CVE 10 A(x/11 | A03:2025 -
HIGH 10.0, of]: | WSTG
CVE-20 Configuration
Testing -
CWE-1104
3 HDR-001 Content- CSP gle OWASP
Security-Policy A02:2025 -
ESN| WSTG Client-
side Testing -
CWE-693
HSTS gis OWASP
A04:2025 -
WSTG
Configuration
Testing -
CWE-319
22MZ ol gt | OWASP

HiT
hjo

fi
olm

4 HDR-008 HSTS Mg

H
ofm

5 HDR-012 Clickjacking &

o
omm

A01:2025 -
WSTG Client-
side Testing -
CWE-1021

i =l jQuery OWASP

11.3 A03:2025 -
WSTG Client-
side Testing -
CWE-1104
eval() Al OWASP
A05:2025 -
WSTG Client-
side Testing -
CWE-95

8 DNS-003 DNSSEC & DNSKEY ¢S OWASP

o8 (DNSSEC o|& | A08:2025 -
) WSTG
Configuration
Testing

]

il

6 TECH-009 2 =l

r
Fis
ofm

jQuery

02 |0
o

7 JS-008 eval A}

oo
oA
T
ofm

ol

>
ot
pin
mjo

]

6. _75_7‘(| O:HAI- ~

AN
(=2~

ol

S 93 H(A) » 24 34 =X £ 100HA) (+7F)

7. =O0FH &M H A ZAof

| DNS - =09l — 96 & - 04 245 (Z7} 15/15)



Rule
DNS-001

Lo
tn

=7
OWASP
A02:2025 -
WSTG
Information
Gathering

DNS-002

0k
ro
o
=]
T
rlok

OWASP
A02:2025 -
WSTG
Information
Gathering -
CWE-200

DNS-003

DNSSEC &

of&

|

o
0jo

DNSKEY ¢S
(DNSSEC 0|H

OWASP
A08:2025 -
WSTG
Configuration
Testing

DNS-004

SPF |ZE =X

OWASP
A02:2025 -
WSTG
Configuration
Testing

DNS-005

OWASP
A02:2025 -
WSTG
Configuration
Testing -
CWE-284

DNS-006

DMARCHZE

EX

O

DMARC

E=3
=

%

OWASP
A02:2025 -
WSTG
Configuration
Testing

DNS-007

DMARC Es =
=

(L

=

C
njo

policy=none

OWASP
A02:2025 -
WSTG
Configuration
Testing

DNS-008

CAAB|ZE &

=

AT
mjo

CAA ¢

0o

OWASP
A04:2025 -
WSTG
Cryptography
Testing

DNS-009

NS o|&35}

NS 474

OWASP
A06:2025 -
WSTG
Configuration
Testing

DNS-010

MX 1 7H

OWASP
A02:2025 -
WSTG
Information
Gathering

DNS-011

to
o e

P

In

7t= DNS

0l

OWASP
A02:2025 -
WSTG
Information
Gathering

DNS-012

o
4n

root/www

XA 2Ct
So oH

OWASP
A02:2025 -
WSTG




Configuration
Testing

DNS-013

CNAME #|el o}

Ct

CNAME #°l 0

OWASP
A06:2025 -
WSTG
Information
Gathering

DNS-014

Dangling
CNAME Z &

Dangling
CNAME gi2

OWASP
A01:2025 -
WSTG
Configuration
Testing -
CWE-284

DNS-015

IPv6 MH|A &

2

1]
K

IPv6 O| M A

OWASP
A02:2025 -
WSTG
Configuration
Testing

| M- TLS — 95 & - 02 U5 (H7} 18/20)

Rule
TLS-001

===}
S T

HTTPS X| &

=k

SEH

Lo
tn

EREER:

HTTPS(443)

Al
S

=
OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-319

TLS-002

HTTP-HTTPS
ZH At

301/308 Z™I™

3

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-319

TLS-003

e
ol
x
30
fol
0x

ro
ol
x
H0
tol
>
tu

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-295

TLS-004

o
0l
x
i
U
i)
iz

=
]
—_
—_
(@)
ne
ra

OWASP
A04:2025 -
WSTG Weak

Cryptography

TLS-005

Hostname /X|

hostname 2/ X|

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-297

TLS-006

TLS 1.0 H| &AM
3t

TLS1.0 H| &AM

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-326

TLS-007

TLS 1.1 H|&td
gt

TLS1.1 H|gtd

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-326

TLS-008

TLS 1.2 X|&

omm
B

TLS1.2/1.3 X|

&

OWASP
A04:2025 -
WSTG Weak

Cryptography

TLS-009

TLS 1.3 X|&

1]
K

TLS1.3 O|X|&

OWASP




A04:2025 -
WSTG Weak

Cryptography

TLS-010

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-327

TLS-011

RC4 d| &35}

RC4 H|AE 27}
(E2t0[HE O|X]|

)

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-327

TLS-012

FA

]
0x
fot

3DES H] b

3DES H|AE &
7HE2t0|HE D]
X&)

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-327

TLS-013

NULL/EXPORT
Cipher dH| &4 35}

NULL/EXPORT
o|x &

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-327

TLS-014

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-295

TLS-015

A7t ot

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-295

TLS-016

REETREIES

sha256

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-327

TLS-017

RSA 2048bit

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-326

TLS-018

OCSP/&El ME

ol 7| e =0l
=7HOCSP o|=

&)

OWASP
A04:2025 -
WSTG Weak
Cryptography -
CWE-295

TLS-019

SNI HAF Mz

SNI ™4t

OWASP
A02:2025 -
WSTG
Configuration
Testing

TLS-020

Mixed Content

]
o
T
il
[
1)
mjo

OWASP
A04:2025 -
WSTG Client-
side Testing -
CWE-319

| HTTP =252 — 99X - 02 &S (E7} 19/20)

Rule = ~fEH

ool



HTTP-001

M BIA =&

omm

o
2]
i=]
b
T

OWASP
A02:2025 -
WSTG
Information
Gathering -
CWE-200

HTTP-002

X-E_’owered-By

==

C
0jo

X-Powered-By:
PHP/4.4.9p2

OWASP
A02:2025 -
WSTG
Information
Gathering -
CWE-200

HTTP-003

TRACE
Method

omm

TRACE H|EM

OWASP
A02:2025 -
WSTG
Configuration
Testing -
CWE-749

HTTP-004

2]

em
3
e

g
o
3 o
M

.'_

kol

Allow i 213

OWASP
A02:2025 -
WSTG
Configuration
Testing -
CWE-749

HTTP-005

:
o
0l
m
I2
Ay

o
K

OWASP
A06:2025 -
WSTG
Configuration
Testing

HTTP-006

21z = O X| FHA|

=2

omm

4=

Z Ho|Xx| o|&

i r2

OWASP
A02:2025 -
WSTG
Configuration
Testing -
CWE-525

HTTP-007

27 H|O|X| JEH
_—I_-'_I:

404 AEf=404

OWASP
A10:2025 -
WSTG Error
Handling

HTTP-008

M &
i
0
x
0x
HT
b

SMEE o]

S =

b
]

OWASP
A10:2025 -
WSTG Error
Handling -
CWE-209

HTTP-009

Content-Type
Al

text/html

OWASP
A02:2025 -
WSTG
Configuration
Testing -
CWE-436

HTTP-010

Charset ZHA|

il
Kl

charset O|A|

OWASP
A02:2025 -
WSTG
Configuration
Testing

HTTP-011

Canonical
HTTPS URL

ikl
K

canonical gl

OWASP
A02:2025 -
WSTG
Information
Gathering

HTTP-012

2|CHOH E X Q!

||

A=

omm

11
m

ENEEEE!

J

OWASP




et

A06:2025 -
WSTG
Configuration
Testing

HTTP-013

o
K

Jm
°
:‘l::l
il
©
njo

OWASP
A01:2025 -
WSTG Input
Validation -
CWE-601

HTTP-014

Directory
Listing =&

4=

omm

SEEEIEIPN

He
HATY

OWASP
A02:2025 -
WSTG
Configuration
Testing -
CWE-548

HTTP-015

AE{ H 0| X|

omm

7|2 = O|X| ot

OWASP
A02:2025 -
WSTG
Configuration
Testing -
CWE-200

HTTP-016

o2
kl

HTTP/1.1

OWASP
A06:2025 -
WSTG
Configuration
Testing

HTTP-017

OWASP
A02:2025 -
WSTG
Configuration
Testing -
CWE-430

HTTP-018

o
2zt SEe

m]
public cache

omm

OWASP
A02:2025 -
WSTG
Configuration
Testing -
CWE-525

HTTP-019

Referrer LY 9l
Zt Query =3

E @A 32 A
9| Refererof gl
Z query G5

OWASP
A02:2025 -
WSTG Client-
side Testing -
CWE-598

HTTP-020

robots.txt Tzt

Az o3

robots ZIZtA=Z
oo
HA @

OWASP
A02:2025 -
WSTG
Information
Gathering -
CWE-200

HO} 2Ct
-1 o -

HDR-001

s —85H -

Content-
Security-Policy

EX

oF
o

(&7} 18/25)

l]0|l

CSP gi2

OWASP
A02:2025 -
WSTG Client-
side Testing -
CWE-693

HDR-002

CSP unsafe-
inline

CSP gls

OWASP
A02:2025 -
WSTG Client-
side Testing -




CWE-693

HDR-003

CSP unsafe-
eval

CSP gig

OWASP
A02:2025 -
WSTG Client-
side Testing -
CWE-693

HDR-004

CSP wildcard
source

CSP gls

OWASP
A02:2025 -
WSTG Client-
side Testing -
CWE-693

HDR-005

CSP object-src
Xlst

CSP 212

OWASP
A02:2025 -
WSTG Client-
side Testing -
CWE-693

HDR-006

CSP base-uri
AN|st

CSP gl=

OWASP
A02:2025 -
WSTG Client-
side Testing -
CWE-693

HDR-007

CSP frame-
ancestors

CSP gls

OWASP
A01:2025 -
WSTG Client-
side Testing -
CWE-1021

HDR-008

HSTS M &

=

Hr
ofm

HSTS ¢S

OWASP
A04:2025 -
WSTG
Configuration
Testing -
CWE-319

HDR-009

HSTS max-age

=-d
ST

|

o
Ijo

4

max-age

0)

OWASP
A04:2025 -
WSTG
Configuration
Testing

HDR-010

HSTS
includeSubDo
mains

k]
K

includeSubDo
mains AE

OWASP
A04:2025 -
WSTG
Configuration
Testing

HDR-011

X-Content-
Type-Options

=

nC
ajo

nosniff gi=

OWASP
A02:2025 -
WSTG Client-
side Testing -
CWE-693

HDR-012

Clickjacking &
s

=X

H
ofm

OWASP
A01:2025 -
WSTG Client-
side Testing -
CWE-1021

HDR-013

Referrer-Policy

|

o
Ijo

Referrer-Policy

ol

OWASP
A02:2025 -
WSTG Client-
side Testing -
CWE-200

HDR-014

Permissions-
Policy

ik
K

Permissions-
Policy 9l &

OWASP
A02:2025 -
WSTG Client-
side Testing -




CWE-693

HDR-015

COOP &4 H

2]
K

COOP gl

OWASP
A02:2025 -
WSTG Client-
side Testing

HDR-016

CORP &3

ik
kl

CORP ¢S

OWASP
A02:2025 -
WSTG Client-
side Testing

HDR-017

COEP &4

]
K

COEP ¢l

OWASP
A02:2025 -
WSTG Client-
side Testing

HDR-018

CORS wildcard

omm
jidl]

to

ne
[n

7tE ot

t

OWASP
A01:2025 -
WSTG Client-
side Testing -
CWE-942

HDR-019

CORS
credentials +
wildcard &=

o
ol

OWASP
A01:2025 -
WSTG Client-
side Testing -
CWE-942

HDR-020

CORS Origin

HEAR F S

Origin BFA} OF

OWASP
A01:2025 -
WSTG Client-
side Testing -
CWE-942

HDR-021

Cache-Control

OWASP
A02:2025 -
WSTG
Configuration
Testing -
CWE-525

HDR-022

Pragma/
Expires &=

omm
ficl]

cache 3|5 4=

H2
HAEY

OWASP
A02:2025 -
WSTG
Configuration
Testing

HDR-023

X-XSS-
Protection £ &
M

D
K

=0£
on
0
djo

OWASP
A02:2025 -
WSTG Client-
side Testing

HDR-024

Cross-origin
isolation &2t

omm
=

o
1=]

OWASP
A02:2025 -
WSTG Client-
side Testing

HDR-025

EEEEFCE
S ATy

I
o

I
N

AR
o Kl
mjo 1"

7t = o]

i
i

i
>

OWASP
A02:2025 -
WSTG
Configuration
Testing -
CWE-693

| 271 — 100 - oj2 ¥=

(

0E

=7t 2/10)

CK-001

OWASP

A07:2025 -
WSTG Session
Management -




CWE-614

CK-002

HttpOnly &4

OWASP
AQ07:2025 -
WSTG Session
Management -
CWE-1004

CK-003

SameSite =44

OWASP
A01:2025 -
WSTG Session
Management -
CWE-1275

CK-004

SameSite=Non
e + Secure

OWASP
A07:2025 -
WSTG Session
Management -
CWE-614

CK-005

Cookie Domain
arct

OWASP
A07:2025 -
WSTG Session
Management -
CWE-565

CK-006

Cookie Path T}
Cf

OWASP
A07:2025 -
WSTG Session
Management

CK-007

Cookie 2t= 7|7t
ajct

OWASP
A07:2025 -
WSTG Session
Management -
CWE-613

CK-008

F

\\|
b
T

Cookie
SENT

5

4=

OWASP
A02:2025 -
WSTG Session
Management -
CWE-532

CK-009

M =27 5

==

2]
K

OWASP
A02:2025 -
WSTG
Information
Gathering -
CWE-200

CK-010

OWASP
A10:2025 -
WSTG Session
Management

status=404

OWASP
A02:2025 -
WSTG
Information
Gathering

WEB-002

sitemap.xml &
X

sitemap QUS

OWASP
A02:2025 -
WSTG
Information
Gathering

WEB-003

security.txt &
XH

security.txt g1
o

OWASP
A06:2025 -




WSTG
Information
Gathering
WEB-004 security.txt A 2ol 27t - security.txt gl OWASP

2o RS = A06:2025 -
WSTG
Configuration
Testing
WEB-005 e &3 En - EEF CfEE | OWASP
HTTPS H|8 https A04:2025 -
WSTG Client-
side Testing -

CWE-319
WEB-006 £ action En - Z action https | OWASP
HTTPS A04:2025 -

WSTG Client-
side Testing -
CWE-319
WEB-007 HZHS o3 5 | S0 - XAl OWASP

O|X| HTTPS A04:2025 -
WSTG
Authentication
Testing -
CWE-319
WEB-008 iframe HTTP iframe http g1 | OWASP

ZEI= = A04:2025 -
WSTG Client-
side Testing -
CWE-319
WEB-009 mailto 27l 0] 27 ojlH|Y 174 | OWASP
oY A02:2025 -
WSTG
Information
Gathering -
CWE-200
WEB-010 Ho|X| 3EE 2 OWASP
g2 A10:2025 -
WSTG Error
Handling

omm
H

1]
kl

o
_t'-J_
Al
Ml
to
I
Mo
pin
Ijo

| 71248 - 9)=EM — 75X - HE (H7} 15/15)

TECH-001 M 7)== Al F - nginx (90%) OWASP
A02:2025 -
WSTG
Information
Gathering
PHP OWASP
4.4.9p2(85%) A02:2025 -
WSTG
Information
Gathering
OWASP
A03:2025 -
WSTG
Information
Gathering
TECH-004 TEEMAE jQuery OWASP
Framework Al 1.11.3(95%) A03:2025 -
= WSTG
Information

ot

o
K

TECH-002 HHOll= 7| AlH

1]
kl

TECH-003 CMS 4lHA

o
K
=)
1z
e

1]
k!




Gathering

TECH-005 HMESIHAE =& | 24 e BHA ==: PHP | OWASP
4.4.9p2, A02:2025 -
jQuery 1.11.3 WSTG

Information
Gathering -
CWE-200
TECH-006 AN BE 7| 22X = N BE FH: OWASP
s PHP 4.4.9p2, A03:2025 -
jQuery 1.11.3 WSTG
Configuration
Testing -
CWE-1104
TECH-007 Known CVE & | 2X =2 PHP 4.4.9p2: OWASP
Shof x| CVE 10 Ad(x|10 | A03:2025 -
HIGH 10.0, of|: | WSTG
CVE-2007- Configuration
0910); jQuery | Testing -
1.11.3: CVE 4 CWE-1104
H(EF 1D
MEDIUM 6.9,
0d]: CVE-2020-
11023)
TECH-008 Potential CVE FS | - Potential CVE OWASP
Of x| = HAE EH & A03:2025 -
HYUZICtoA O | WSTG
P Configuration
Testing -
CWE-1104
TECH-009 22 =l jQuery 2X BE 22 &l jQuery OWASP
s 1.11.3 A03:2025 -
WSTG Client-
side Testing -
CWE-1104
TECH-010 Qe = Ef = Bootstrap 0|Z | OWASP
Bootstrap &/ & ES/HMED A03:2025 -
WSTG Client-
side Testing -
CWE-1104
TECH-011 Source Map & | E1 - Source Map 0| | OWASP
74 =270 A02:2025 -
WSTG Client-
side Testing -
CWE-200
TECH-012 Dependency B | E1} - H{A URL 1fc OWASP
XM URL =& CEOHE A02:2025 -
WSTG
Information
Gathering -
CWE-200
TECH-013 CDN zto|Heiz| | E1} - SRI H /2|8 ¢l | OWASP
SRI = A08:2025 -
WSTG Client-
side Testing -
CWE-353
TECH-014 Q= zlolEE{z| | Eof = Qe o|=M X | OWASP
HA O™ ks A08:2025 -
WSTG Client-
side Testing -
CWE-829
TECH-015 Third-party ij Zta - e A3EE Z | OWASP




7| x| et

A03:2025 -
WSTG Client-
side Testing -
CWE-829

| JavaScript — 96 & - 01 25 (Z7} 15/15)

=
g
o
]
[
0z
o
oot
Hn
o
0
[
=
rd
Sl

JS-001

olz}ol Secret
&

H

E
S

OWASP
A02:2025 -
WSTG Client-
side Testing -
CWE-798

JS-002

API Endpoint
3N =55

2]
kl

OWASP
A01:2025 -
WSTG
Information
Gathering

7S-003

OWASP
A02:2025 -
WSTG
Information
Gathering -
CWE-200

JS-004

omm
=

OWASP
A02:2025 -
WSTG
Information
Gathering -
CWE-200

JS-005

omm
jidl]

74ef URL O|4

[}

OWASP
A02:2025 -
WSTG
Information
Gathering -
CWE-200

7S-006

Console debug
21

omm
]

>

o

]

N o
[=

«Q

HE e

00 @
Y
il
£ N

OWASP
A02:2025 -
WSTG Error
Handling -
CWE-532

7S-007

JavaScript 2 &7

]
K

Zojst 2F 1 4A:
$(...).slidesjs is
not a function

OWASP
A10:2025 -
WSTG Error
Handling

JS-008

H
ofm

eval() Al

OWASP
A05:2025 -
WSTG Client-
side Testing -
CWE-95

7S-009

document.writ
e AlE

document.writ
eD|HE

OWASP
A05:2025 -
WSTG Client-
side Testing -
CWE-79

JS-010

innerHTML =

M ALg HE

innerHTML =
= AL

OWASP
A05:2025 -
WSTG Client-
side Testing -
CWE-79

JS-011

postMessage
wildcard &

postMessage
orX

OWASP
A01:2025 -




WSTG Client-
side Testing -
CWE-346

-

JS-012 localStorage 21 | £E1} - localStorage & | OWASP
ZHe 7| A= 204, 0= | A07:2025 -
d= U2 WSTG Client-
side Testing -
CWE-922

JS-013 sessionStorage | E1} - sessionStorage | OWASP
DZ™ME S st=2 0 A, BlZtA | A07:2025 -
=2 ’é!—?— 812 WSTG Client-
side Testing -
CWE-922

JS-014 2| E script En - 2|2 script http | OWASP
HTTP gle A04:2025 -
WSTG Client-
side Testing -
CWE-319

JS-015 [
2

L

script Ot =

omm
=]

b - Q|8 script M | OWASP
A03:2025 -
WSTG Client-
side Testing -
CWE-829

rot 4

=

| 2/2t = — 1007 - 0f2 25 (=7} 9/10)

Rule at= &IEH A= Stol= Zt =
FORM-001 Password 2t - autoc mplete OWASP
autocomplete Mz =h AQ07:2025 -
FSES) WSTG
Authentication
Testing

OWASP
A04:2025 -
WSTG Input
Validation -
CWE-598

FORM-002 DiZr8E GET | £ :

Ojo

Q
2 tm
._]
e
o3
gl
of

i
>

FORM-003 2|5 Domain Et - 2|H action giE | OWASP
Form Action A01:2025 -
WSTG Client-
side Testing -
CWE-441

FORM-004 HTTP Form E=nl: = form action OWASP
Action https A04:2025 -
WSTG Client-
side Testing -
CWE-319

FORM-005 Password field | E4f - Al OWASP

HTTP H|0|X| A04:2025 -
WSTG
Authentication
Testing -
CWE-319

0
-

OWASP
A05:2025 -
WSTG Input
Validation

FORM-006 e H==
Form =&

ik
|
E_l

°

Q
Hu
In
if'y

3%
0jo i

FORM-007 CSREF token + OWASP

= 3=z A01:2025 -
WSTG Session
Management -
CWE-352

Jon
ro
i
N
o)
o
wn
—
ok
£Q
o]




FORM-008

2]
kl

(¢]

I

=]
e
In

HI
u

OWASP
A06:2025 -
WSTG
Information
Gathering

FORM-009

target=_blank

HsS
-

||

4=

omm

OWASP
A06:2025 -
WSTG Client-
side Testing

FORM-010

A
(=]

e
IV
=
rot
i

il
K

OWASP
A05:2025 -
WSTG Input
Validation -
CWE-20

— 100 & - {2

fig==t
S =

Stack Trace =

T

0o
Hrl

=
OWASP
A10:2025 -
WSTG Error
Handling -
CWE-209

EXP-002

Hof MHEZ =

=

OWASP
A02:2025 -
WSTG Error
Handling -
CWE-200

EXP-003

=
1o
=)
b
[}

OWASP
A02:2025 -
WSTG
Information
Gathering -
CWE-200

EXP-004

L5 Hostname

==

omm

OWASP
A02:2025 -
WSTG
Information
Gathering -
CWE-200

EXP-005

omm

OWASP
A02:2025 -
WSTG
Configuration
Testing -
CWE-489

EXP-006

omm

1%
=]
03
0
Hr

Q

Ijo 4%
L

OWASP
A02:2025 -
WSTG
Information
Gathering -
CWE-615

EXP-007

Generator A

==

omm

generator B &
oj=&

OWASP
A02:2025 -
WSTG
Information
Gathering -
CWE-200

EXP-008

=7 Source
Map

omm

Source Map 0O|

=

OWASP
A02:2025 -
WSTG Client-
side Testing -




CWE-200

EXP-009 INEH/EHAE B | ETf - B gle OWASP

=E A02:2025 -
WSTG
Configuration
Testing -
CWE-489

EXP-010

o
O
=
Ao
x
ofm
=

OWASP
A02:2025 -
WSTG
Configuration
Testing -
CWE-552

g
Ojo oy
_\?_l
e
o
Hu

| M=miE| - 222 — 100X - 04 %35 (7} 10/10)

Rule i JEA 8= 205 2t =27
3RD-001 2|2 JavaScript OWASP
OlHIEZ| A03:2025 -
WSTG Client-
side Testing -
CWE-829

it
kl
o
4r
—
wn
o
=

3RD-002 2|8 CSS 9l 2 CSS 074 OWASP

2| A03:2025 -
WSTG Client-
side Testing -
CWE-829

|'0
[
Hm
ik
kl

3RD-003 2|5 iframe @I 2|8 iframe 2 7l | OWASP
HIEZ| A03:2025 -
WSTG Client-
side Testing -
CWE-829

1]
K

3RD-004 Q|5 Script SRI OWASP
A08:2025 -
WSTG Client-
side Testing -

CWE-353

o
]
oo «©
&
il
ol
~
o
I
£0

3RD-005 2|8 CSS SRI OWASP
A08:2025 -
WSTG Client-
side Testing -

CWE-353

omm
]
o «©
&
il
)
~—~
Yo
I
50

3RD-006 HTTP 28 2|4 F - http 2|& 2|24 | OWASP

A o= A04:2025 -
WSTG Client-
side Testing -
CWE-319

omm
2]

ik
K

Q
i

3RD-007 EM/OAHEl M| OWASP
ARE A06:2025 -
WSTG
Information
Gathering

3RD-008 QR EE MH[A

]
kl

9ie OWASP
A06:2025 -
WSTG
Information
Gathering

3RD-009 Q|2 Resource OWASP
Provider 1jcC} A03:2025 -
WSTG Client-
side Testing -
CWE-829

ofm
=
O
il
Bl
pad|




3RD-010 doU=2AR | St - EX 2FE OWASP
Script &1 A03:2025 -
WSTG Client-
side Testing -
CWE-829
8. MH 2 V|=8td
T 7= & A= = EX| gHAl(ZAH)
web server nginx - 90% Server: nginx
backend PHP 4.4.9p2 85% X-Powered-By:
PHP/4.4.9p2
frontend jQuery 1.11.3 95% ATEE AZ0M
jQuery ZX|
% 2|2 ZIHHE 7|9t 5. (27: OWASP WSTG HE57))
9. 2|F AZ MH|A (MELE|)
A A g =09 24 (LA
YouTube Video www.youtube.com e g|AA URL £=%! -
OWASP A03:2025
10. HAMOZ M5 o=
5= 271 =of
Z0| 2l DNS =3| 7ts OWASP A02:2025 - WSTG DNS - =02l
Information Gathering
AP TP =& & OWASP A02:2025 - WSTG DNS - =02l
Information Gathering -
CWE-200
SPF 8|ZE =X OWASP A02:2025 - WSTG DNS - =02l
Configuration Testing
SPF 1l=st 5 OWASP A02:2025 - WSTG DNS - =0 ¢l
Configuration Testing -
CWE-284
DMARC &2 E &XY OWASP A02:2025 - WSTG DNS - =02l
Configuration Testing
NS o|=3} OWASP A06:2025 - WSTG DNS - =02l
Configuration Testing
MX 8™ Mot OWASP A02:2025 - WSTG DNS - =02l
Information Gathering
WWW/EE =0 ol 22t OWASP A02:2025 - WSTG DNS - =02l
Configuration Testing
CNAME #|@l 1t OWASP A06:2025 - WSTG DNS - =02l
Information Gathering
Dangling CNAME Zl= OWASP A01:2025 - WSTG DNS - =02l
Configuration Testing -
CWE-284
HTTPS x| & OWASP A04:2025 - WSTG Weak | A& - TLS
Cryptography - CWE-319
HTTP-HTTPS ZA| & &t OWASP A04:2025 - WSTG Weak | A& - TLS
Cryptography - CWE-319
oIEM REY OWASP A04:2025 - WSTG Weak | A& - TLS
Cryptography - CWE-295
SIS A Bt QJHk OWASP A04:2025 - WSTG Weak | A& - TLS
Cryptography
Hostname 2/ X| OWASP A04:2025 - WSTG Weak | & - TLS
Cryptography - CWE-297




TLS 1.0 H| &AM 35} OWASP A04:2025 - WSTG Weak | A& - TLS
Cryptography - CWE-326

TLS 1.1 H| &M 3} OWASP A04:2025 - WSTG Weak | A& - TLS
Cryptography - CWE-326

TLS 1.2 X|& OWASP A04:2025 - WSTG Weak | A= - TLS
Cryptography

Z|ek Cipher H| &M 5} OWASP A04:2025 - WSTG Weak | & - TLS
Cryptography - CWE-327

NULL/EXPORT Cipher H| &5} OWASP A04:2025 - WSTG Weak | A& - TLS
Cryptography - CWE-327

oIz M X2 2FFA OWASP A04:2025 - WSTG Weak | A& - TLS
Cryptography - CWE-295

A7 B OIS A o8 OWASP A04:2025 - WSTG Weak | A& - TLS
Cryptography - CWE-295

ofet M L2 [E OWASP A04:2025 - WSTG Weak | A% - TLS
Cryptography - CWE-327

o5t ZIW7| 37| OWASP A04:2025 - WSTG Weak | A= - TLS
Cryptography - CWE-326

SNI HAF X2| OWASP A02:2025 - WSTG XMZE - TLS
Configuration Testing

Mixed Content OWASP A04:2025 - WSTG M& - TLS

Client-side Testing - CWE-319

MH BHA =&

OWASP A02:2025 - WSTG
Information Gathering -
CWE-200

TRACE Method

OWASP A02:2025 - WSTG
Configuration Testing -
CWE-749

2IZ B O|X| FHA| K|

OWASP A02:2025 - WSTG
Configuration Testing -
CWE-525

2F Ho|X| JEfRE

OWASP A10:2025 - WSTG Error
Handling

5xx MMAEHE =&

OWASP A10:2025 - WSTG Error
Handling - CWE-209

Content-Type HA|

OWASP A02:2025 - WSTG
Configuration Testing -
CWE-436

2|Cto[2 E X el atet

OWASP A06:2025 - WSTG
Configuration Testing

Directory Listing =&

OWASP A02:2025 - WSTG
Configuration Testing -
CWE-548

7|2 M Ho|X| =&

OWASP A02:2025 - WSTG
Configuration Testing -
CWE-200

OWASP A02:2025 - WSTG
Configuration Testing -
CWE-430

alzt 2E+o| public cache

OWASP A02:2025 - WSTG
Configuration Testing -
CWE-525

o

Referrer L} 21Zt Query &

OWASP A02:2025 - WSTG
Client-side Testing - CWE-598

robots.txt BlZt A2 &

OWASP A02:2025 - WSTG
Information Gathering -
CWE-200

CORS wildcard

OWASP A01:2025 - WSTG
Client-side Testing - CWE-942

CORS credentials + wildcard %!

ol

OWASP A01:2025 - WSTG
Client-side Testing - CWE-942




CORS Origin EIAl A&

OWASP A01:2025 - WSTG
Client-side Testing - CWE-942

Cache-Control giZt™& =

OWASP A02:2025 - WSTG
Configuration Testing -
CWE-525

Pragma/Expires A&

OWASP A02:2025 - WSTG
Configuration Testing

Cross-origin isolation &!

OWASP A02:2025 - WSTG
Client-side Testing

Cookie Zt == oA

OWASP A02:2025 - WSTG
Session Management - CWE-532

robots.txt Z=X|

OWASP A02:2025 - WSTG
Information Gathering

9|¥ 25 HTTPS H[2

OWASP A04:2025 - WSTG
Client-side Testing - CWE-319

Z action HTTPS

OWASP A04:2025 - WSTG
Client-side Testing - CWE-319

HZe S 212 mjjo|X| HTTPS

OWASP A04:2025 - WSTG
Authentication Testing -
CWE-319

iframe HTTP ZHI=

OWASP A04:2025 - WSTG
Client-side Testing - CWE-319

HOIX| 22 2FE

OWASP A10:2025 - WSTG Error
Handling

<22{ &l Bootstrap &

OWASP A03:2025 - WSTG
Client-side Testing - CWE-1104

Source Map &7H

OWASP A02:2025 - WSTG
Client-side Testing - CWE-200

Dependency B{& URL

OWASP A02:2025 - WSTG
Information Gathering -
CWE-200

CDN zto|E2iZ| SRI

OWASP A08:2025 - WSTG
Client-side Testing - CWE-353

o F 2fo|=2{2| HA nF

OWASP A08:2025 - WSTG
Client-side Testing - CWE-829

olz}9l Secret T{El OWASP A02:2025 - WSTG JavaScript
Client-side Testing - CWE-798

LHE IP EX1Y =& OWASP A02:2025 - WSTG JavaScript
Information Gathering -
CWE-200

LHE Hostname =& OWASP A02:2025 - WSTG JavaScript
Information Gathering -
CWE-200

7HetEld URL =& OWASP A02:2025 - WSTG JavaScript
Information Gathering -
CWE-200

Console debug 271 OWASP A02:2025 - WSTG Error | JavaScript
Handling - CWE-532

document.write AFE OWASP A05:2025 - WSTG JavaScript
Client-side Testing - CWE-79

postMessage wildcard %! OWASP A01:2025 - WSTG JavaScript
Client-side Testing - CWE-346

localStorage IZtHE 7| 2= OWASP A07:2025 - WSTG JavaScript
Client-side Testing - CWE-922

sessionStorage QIZHE A= OWASP A07:2025 - WSTG JavaScript
Client-side Testing - CWE-922

2|5 script HTTP OWASP A04:2025 - WSTG JavaScript
Client-side Testing - CWE-319

2| & script ot A5t OWASP A03:2025 - WSTG JavaScript
Client-side Testing - CWE-829

I E GET ®M& OWASP A04:2025 - WSTG Input | 9/1&1 Z




Validation - CWE-598

2|2 Domain Form Action OWASP A01:2025 - WSTG ol =
Client-side Testing - CWE-441

HTTP Form Action OWASP A04:2025 - WSTG ol =
Client-side Testing - CWE-319

Password field HTTP | 0| X| OWASP A04:2025 - WSTG ol =
Authentication Testing -
CWE-319

Form target= blank & OWASP A06:2025 - WSTG ol =
Client-side Testing

Stack Trace =& OWASP A10:2025 - WSTG Error | 8E =&
Handling - CWE-209

M| ME{dE =& OWASP A02:2025 - WSTG Error | 82 =&
Handling - CWE-200

LHE IP =& OWASP A02:2025 - WSTG HE =&
Information Gathering -
CWE-200

L2 Hostname =& OWASP A02:2025 - WSTG HE &
Information Gathering -
CWE-200

Debug Mode &= OWASP A02:2025 - WSTG HE L=
Configuration Testing -
CWE-489

HTML =4 0lZt™ e OWASP A02:2025 - WSTG HE ==
Information Gathering -
CWE-615

Generator HA =& OWASP A02:2025 - WSTG HE &
Information Gathering -
CWE-200

27l Source Map OWASP A02:2025 - WSTG HE &
Client-side Testing - CWE-200

JHE/E|AE HiH =& OWASP A02:2025 - WSTG HE =&
Configuration Testing -
CWE-489

oiztst 274 2AM 23 OWASP A02:2025 - WSTG HE &
Configuration Testing -
CWE-552

2|8 Script SRI OWASP A08:2025 - WSTG MEzTIE| - 229t
Client-side Testing - CWE-353

2|5 CSS SRI OWASP A08:2025 - WSTG MEDIE| - 229t
Client-side Testing - CWE-353

HTTP 2|8 2|AA OWASP A04:2025 - WSTG MELIE| - 229t
Client-side Testing - CWE-319

2|= Resource Provider ojC} OWASP A03:2025 - WSTG MEzniE| - 2294
Client-side Testing - CWE-829

2t = gl= 2|8 Script X OWASP A03:2025 - WSTG MEDIE| - 238t

Client-side Testing - CWE-829

o= S/ AHe 2 =tol E7i6H 5L "EA| gl='0] ofL|2} 'oj&tel'o|0 HURIEoM HARLICE (& JA:
NOT TESTED = PASS 2 AA5HX| &42)
4= =OFf 2 7|1FE
RC4 H| &3t M& - TLS OWASP A04:2025 - WSTG Weak
Cryptography - CWE-327
3DES H|gd35} M&E - TLS OWASP A04:2025 - WSTG Weak

Cryptography - CWE-327

252 HTTP Method =&

OWASP A02:2025 - WSTG
Configuration Testing -




CWE-749

CSP unsafe-inline ot 8E &l OWASP A02:2025 - WSTG
Client-side Testing - CWE-693

CSP unsafe-eval Hot SE &l OWASP A02:2025 - WSTG
Client-side Testing - CWE-693

CSP wildcard source Hol 2EH§|H OWASP A02:2025 - WSTG
Client-side Testing - CWE-693

CSP object-src | &t Hol 2t &|H OWASP A02:2025 - WSTG
Client-side Testing - CWE-693

CSP base-uri M| &t Hot 8- A OWASP A02:2025 - WSTG
Client-side Testing - CWE-693

CSP frame-ancestors 2ot SE 8lH OWASP A01:2025 - WSTG
Client-side Testing - CWE-1021

EOoL 3| m|o|X|&H Uzt 2ot S &M OWASP A02:2025 - WSTG
Configuration Testing -
CWE-693

Secure &4 = OWASP A07:2025 - WSTG
Session Management - CWE-614

HttpOnly =4 = OWASP A07:2025 - WSTG
Session Management -
CWE-1004

SameSite £ = OWASP A01:2025 - WSTG
Session Management -
CWE-1275

SameSite=None + Secure 7| OWASP A07:2025 - WSTG
Session Management - CWE-614

Cookie Domain 1jct 7| OWASP A07:2025 - WSTG
Session Management - CWE-565

Cookie Path 1}t = OWASP A07:2025 - WSTG
Session Management

Cookie ot= 7|7+ ojct =l OWASP A07:2025 - WSTG
Session Management - CWE-613

F2/4% Cookie = OWASP A10:2025 - WSTG
Session Management

security.txt 92X &M HmE - Mo OWASP A06:2025 - WSTG
Configuration Testing

CSRF token 71 x & 4 = OWASP A01:2025 - WSTG
Session Management - CWE-352

12. =x| 2Ot7|=

7| & HE 10 AOIE

OWASP Top 10:2025 F[ofH AR /S 22 https://owasp.org/Top10/2025/

OWASP WSTG Stable E|AE BIHE A4 https://owasp.org/www-project-
web-security-testing-guide/
stable/

CWE FAH RE =EF https://cwe.mitre.org/

CVE / NVD U ZI N E FUH(HUZE HE) https://www.cve.org/

CVSS 4.0 201 CVE 28 = https://www.first.org/cvss/

13. ZICH A} Q0F
U 2
&= =A

=02l DNS x3| 75 OWASP A02:2025 - WSTG Information Gathering

AM IP =& 08 OWASP A02:2025 - WSTG Information Gathering -

CWE-200

SPF |3 E &=X| OWASP A02:2025 - WSTG Configuration Testing




OWASP A02:2025 - WSTG Configuration Testing -
CWE-284

OWASP A02:2025 - WSTG Configuration Testing

OWASP A06:2025 - WSTG Configuration Testing

MX 48 "o

OWASP A02:2025 - WSTG Information Gathering

WWW/ZE =00l A

OWASP A02:2025 - WSTG Configuration Testing

CNAME A2l njct

OWASP A06:2025 - WSTG Information Gathering

Dangling CNAME Z/&

OWASP A01:2025 - WSTG Configuration Testing -
CWE-284

51 &
28t &

70|

ME!
HI

]

==}
Content-Security-Policy =x|

27
OWASP A02:2025 - WSTG Client-side Testing -
CWE-693

HSTS H&

OWASP A04:2025 - WSTG Configuration Testing -
CWE-319

Clickjacking &

OWASP A01:2025 - WSTG Client-side Testing -
CWE-1021

22 =l jQuery &=

OWASP A03:2025 - WSTG Client-side Testing -
CWE-1104

eval Al &

ol

OWASP A05:2025 - WSTG Client-side Testing -
CWE-95

DNSSEC M & 0%

OWASP A08:2025 - WSTG Configuration Testing

DMARC ES &

OWASP A02:2025 - WSTG Configuration Testing

CAA R ZE &XY

OWASP A04:2025 - WSTG Cryptography Testing

X-Powered-By =&

OWASP A02:2025 - WSTG Information Gathering -
CWE-200

HSTS max-age

OWASP A04:2025 - WSTG Configuration Testing

=

=
(=) = ir S =
M =olo] 2t 2&E

A
o
Ol
all]
N
>
)l
i

=
OWASP A03:2025 - WSTG Configuration Testing -
CWE-1104

OWASP A03:2025 - WSTG Configuration Testing -
CWE-1104

752 $isict,

=8 HHE =
SAL X E X &L

3
g
=}
Q
<
el
0
o
=
Rall
o 2o
op 011
Q
<
el
1o

Content-Security-Policy | MH|A F%x0i| 2= CSP £
Ex HAMHOE &

x
309 & AAE Sy 7Eo=

HU 2 rir
IN o

LIA 22X ilotx—lo =
i — — /| T TE =
OfL|O{, AfM| ZHZ0| ZREt AR &

2 U Z Sl SV 2 M2 Jtse
A, AIA-Ash F A, M LY
Z I = Public Scan 2| H<|0j|

J

[0lE YAS CHAOZ BTN WA R S ABLICH B2IXt 21
A= -DB-LYE W =23, SQL Injection XSS S 5= Z#, 0

=
o
ZotE|x| YELICH B A A 2O S BEEHE o

P

[Eol=]

o MUzt ARELICH

ckyoo@web2002.co.kr - FAIS|AF AE[0]



